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PHONE CALL/WRITTEN (ELECTRONIC or HARDCOPY) BOMB THREATS

Bomb threats are usually made by telephone but also include threats made via written communication—
such as a handwritten note, printed document, email, or text message (e.g., personal or company email,
social media, shared drives). Few of these threats are real. Bombers that go to the trouble of
manufacturing and placing a device typically will not give a warning. If a caller or the message gives
specific information about the bomb, such as the location and time of detonation, it is more likely that a
bomb has actually been planted.

The principle aim of a bomb threat is to disrupt operations, discredit the property owner or tenants, or
undermine the morale of the employees. The majority of bomb threats are simply hoaxes. The hoax may,
but more often will not, include a pre-positioned suspicious object. A well conceived hoax bomb will be
very realistic and only an expert may judge its lethality. Bombers usually prefer to place devices in easily
accessible locations (e.g. outside of buildings, lobbies, near exits) to minimize risk of capture.

Evacuating a building without first checking these common areas may put occupants at increased risk.
Bombers have used telephone threats and written threats to herd people towards a device.

Good housekeeping simplifies the task of identifying suspicious packages. Security measures make it
more difficult to plant a bomb. Locking cabinets, rooms, offices, etc. also limits unauthorized access and
reduces the areas that need to be searched.

There are three options available depending on the situation:

e Complete evacuation of the premises
e Partial evacuation to a safe outside area or another internal area
e No evacuation

Initiating a search after a threat is received and evacuating a building after a suspicious package or device
is found is perhaps the most desired approach. It is not as disruptive as an immediate evacuation and will
satisfy the requirement to do something when a threat is received. If a device is found, the evacuation can
be accomplished expeditiously while at the same time avoiding the potential danger areas of the bomb.
Public safety should always be the foremost consideration when deciding whether or not to evacuate.

Authorities agree that the most effective and fastest search of a building can be made by the normal
occupants of the building. The occupants are in the best position to conduct the search because they are
the only ones who will know if a box, briefcase, etc. belongs in that location.

Employees do not have the right to refuse to search their immediate work area for suspicious packages.
The Ministry of Labour (MOL) advises that since employees are most qualified to notice an unusual or
suspicious object in their own work area, conducting a search of that work area could be considered a
reasonable job function. Also, the MOL considers that until a suspicious object is found, reasonable
grounds for believing that a bomb is present have not been established.
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Team Members should co-operate in order to protect the safety of all Employees, Residents, Family
Members, Visitors, Volunteers, Contractors and Students.

However, a request to search outside your immediate work area where it is unlikely that you could
identify a suspicious object, could be considered unreasonable and therefore, acceptable grounds for a
refusal to do unsafe work. This would include being asked to search lockers.
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Threatening Phone Call Procedure

Upon receipt of a bomb threat, it is impossible to know if it is real or a hoax. Therefore, precautions need to
be taken for the safety of residents and employees.

If a threatening phone call is received by telephone, the staff member should:

Take checklist from under phone.
If Bomb Threat, remove Code Black sign and signal any passing staff to call 911.
Listen carefully.
Make notes as the caller talks, but not ask him/her to wait while you search for a pen and paper.
Be calm and courteous.
Do not interrupt.
Keep the caller talking as long as possible in order to obtain the maximum amount of information.
Call display may identify the phone number; make sure to record this number.
If call is an abusive call, get as much information as possible then inform the caller you are hanging
up and calling the police. Call 911 if you feel you or someone else in the building is at risk.

. Contact Charge RN or designate/Assisted Living Supervisor and/or Manager on Call.
Charge RN in LTC — 705-920-2640 or ext. #262 Assisted Living Supervisor — ext. #291
Supervisor in Assisted Living ext.: PK/ LK #500 PK#222 LK #292
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THREATENING PHONE CALL REPORT
DATE: TIME: CALL DISPLAY #

IF BOMB THREAT ASK THE FOLLOWING QUESTIONS:

1. When will the bomb explode?

2. Where in the building is it?

3. What does it look like?

4. Why did you place the bomb here?

5. What is your name and do you represent a group?

6. Where are you calling from?

What the caller stated (try to use exact words used by caller, use back of page if needed):

Identifying characteristics of caller:

Male Female Could not tell
Estimated age
Accent?

Anything familiar about the voice?

Voice: Loud _ Soft _ Effeminate __ Other
Speech: Fast Slow Hesitant __ Nervous
Diction was: Good __ Nasal Lisp

Manner was: Calm___ Vulgar Emotional

Background Noises: Office machine O Factory equipment OJ Animals O Quiet O
Street traffic O Airplanes O Trains O Music O Voices O
Other (such as indoor vs. outdoor sounds):
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Did the caller seem familiar with the building or area?
Your Name:

WRITTEN THREAT PROCEDURE

Upon receipt of a written bomb threat, it is impossible to know if it is real or a hoax. Therefore, precautions
need to be taken for the safety of everyone.

If a written bomb threat is received, the team member should:

1. Take the written threat checklist from under phone at front desk, also available in red binder and
Surge Learning under Policy Professional.

If Bomb Threat, remove Code Black sign if possible and signal any passing staff to call 911.

Do not touch, move, or delete the threat.

Preserve the evidence (hard copy or electronic).

IR

Do not forward, share, or respond to the threat

6.

If on a computer or phone, take a screenshot and do not delete the message

7. Secure and isolate the message/device.

8. Contact Charge RN or designate/Assisted Living Supervisor and/or Manager on Call.
Charge RN in LTC — 705-920-2640 or ext. #262 Assisted Living Supervisor — ext. #291
Supervisor in Assisted Living ext.: PK/ LK #500 PK#222 LK #292

It is vital that a document containing a bomb threat be handled by as few people as necessary in order to

preserve evidence for the police investigation.
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WRITTEN THREAT (ELECTRONIC or HARDCOPY) BOMB THREATS CHECKLIST

Date/Time Received:

Recipient Name:

Threat Medium (Note/Email/Text/etc.)

Message Content (exact wording if possible)

Where the threat was found:

Suspicious Features (e.g. handwriting/stains)

Was the item handled? (Y/N, by whom)
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Photo/Screen Shot taken?

Witnesses:
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